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Introduction 
 
Liverpool Students’ Union ('LiverpoolSU') is fully committed to compliance with the requirements of the 
General Data Protection Regulation ('GDPR'); which from 25 May 2018 replaces the Data Protection Act 1998. 
LiverpoolSU recognises in full the rights and obligations established by this data protection law in relation to 
the management and processing of personal data. 
 
This policy is intended to serve as general guidance for staff and students in implementing the letter and spirit 
of the provisions and principles of the GDPR. 
 
The Union will therefore follow procedures which aim to ensure that all members, elected officers, employees, 
contractors, agents, consultants, or other partners of the Union who have access to any personal data held by 
or on behalf of the Union, are fully aware of and abide by their duties under the GDPR.  The Director of 
Marketing (Data Protection Officer) has responsibility for the Data Protection Policy.  

 
Data Protection Advice 
 
The Executive Assistant is the Data Protection Officer for LiverpoolSU and provides general advice on data 
protection.  
 
The Data Protection Officer should be informed of all data subject access requests received by LiverpoolSU 
staff (see page 10 for further details).  
 
Guidelines and good practice notes on compliance with data protection law can be found on LiverpoolSU’s 
website. 
 
Advice on specific issues concerning the handling of personal data may also be contained within the relevant 
policy. 

 
Why is Data Protection important? 
 
The GDPR requires organisations, including LiverpoolSU, to ensure that the information they hold on 
individuals is stored appropriately. Under the GDPR LiverpoolSU is a categorised as a Data Controller in respect 
of much of this information.  
 
The purpose of the GDPR is to protect the rights and privacy of individuals, and to ensure that data about them 
is not processed without their knowledge and is processed with their consent wherever possible. 
 
All staff must be aware of the need to handle personal data in line with the GDPR and on commencement of 
employment compulsory online training via the LJMU Data Protection Training Module must be arranged and 
completed with a copy of the certificate given to the Organisational Development Manager for retention on 
their personnel file. 
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Statement of Policy 
 
In order to operate efficiently, LiverpoolSU has to collect and use information about people with whom it 
works. These may include members of the Union, current, past and prospective employees, clients and 
customers, and suppliers. In addition, it may be required by law to collect and use information in order to 
comply with the requirements of central government. 
 
This personal information must be handled and dealt with properly, however it is collected, recorded and 
used, and whether it be on paper, in computer records or recorded by any other means, and there are 
safeguards within the GDPR to ensure this. 
 
The Union regards the lawful and correct treatment of personal information as very important to its successful 
operations and to maintaining confidence between itself and those with whom it carries out business. The 
Union will ensure that it treats personal information lawfully and correctly. To this end the Union fully 
endorses and adheres to the principles of data protection as set out in the GDPR. 

 
The principles of Data Protection 
 
Data protection law stipulates that anyone processing personal data must comply with Six Principles of good 
practice.  These Principles are legally enforceable.  
 
The Principles require that personal information shall: 
 

• Be processed fairly and lawfully and in a transparent manner in relation to the data subject 
('lawfulness, fairness and transparency'); 

 
• Be collected for specified, explicit and legitimate purposes and not further processed in any manner 

incompatible with those purposes ('purpose limitation'); 
 

• Be adequate, relevant and limited to what is necessary in relation to the purpose or purposes for 
which it is processed ('data minimisation'); 

 
• Be accurate and where necessary, kept up to date with every reasonable step taken to ensure that 

inaccurate personal data is erased or rectified without delay ('accuracy'); 
 

• Be kept in a form which permits identification of data subjects for no longer than is necessary for that 
purposes for which the personal data are processed ('storage limitation'); 

 
• Be kept secure i.e. protected by an appropriate degree of security against unauthorised or unlawful 

processing and against accidental loss, destruction or damage ('integrity and confidentiality'). 
 
In addition, the GDPR: 
 

• requires proof of compliance with the 6 principles above ('accountability'); 
 

• restricts personal data being transfers to outside of the European Economic Area, unless that country 
or organisation ensures an adequate level of data protection (; 

 
• provides conditions for the processing of any personal data ('processing conditions'); and 

 
• makes a distinction between personal data and “special category” personal data. 



  
 

Definitions 
 
Personal Data  
means any information relating to an identified or identifiable living person ('data subject'); an identifiable 
natural person is one who can be identified, directly or indirectly, such as by reference to an identifier e.g. a 
name, an identification number, location data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 
  
Data Controller  
A person or organisation (including public authority, agency or other body) which, alone or jointly with others, 
determines the purposes for which and the manner in which any personal data, are, or are to be, processed.  
 
Data Processor  
Any person or body (other than an employee of the data controller) who processes the data on behalf of the 
data controller.  
 
Data Subject  
A living individual who is the subject of the personal data.  
 
Processing  
Any operation or set of operations performed on personal data or on sets of personal data, whether or not by 
automated means, such as collection, recording, organising, structuring, storing, adaptation or alterating, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction.    
 
Special category personal data is 'Personal Data' which reveals an individual's health, racial or ethnic origin, 
political opinions, religious or philosophical beliefs, trade union membership, genetic /biometric data (such as 
finger prints) or sexual orientation/sex life. 
 
Third Party  
Any person other than a data subject or the data controller or any data processor or other person authorised 
to process data for the data controller or processor. 

 
Handling of personal/sensitive information 
 
Liverpool Students’ Union will, through appropriate management and the use of strict criteria and controls; 
 

• Observe fully conditions regarding the fair collection and use of personal information; 
 

• Meet its legal obligations to specify the purpose for which information is used; 
 

• Collect and process appropriate information and only to the extent that it is needed to fulfill 
operational needs or to comply with any legal requirements; 
 

• Ensure the quality of information used; 
 

• Apply strict checks to determine the length of time information is held; 
 

• Take appropriate technical and organisational security measures to safeguard personal information; 
 



  
• Ensure that personal information is not transferred abroad without suitable safeguards; 
• Ensure that the rights of people about whom the information is held can be fully exercised under data 

protection law; these include: 
 

- The right to be informed that processing is being undertaken; 
 

- The right of access to one’s personal information within 1 month, unless an exception applies; 
 

- The right to prevent processing in certain circumstances; 
 

- The right to request correction, rectification, prevention from processing or erasure of personal 
information;  
 

- The right to object to marketing; and 
 

- The right to data portability (allowing individuals to obtain and reuse their personal data for their 
own purposes across different services). 

 
In addition, the Union will ensure that: 
 

• There is someone with specific responsibility for data protection (the Director of Marketing) in the 
organisation; 

 
• Everyone managing and handling personal information understands that they are contractually 

responsible for following good data protection practice; 
 
• Everyone managing and handling personal information is appropriately trained to do so; 
 
• Everyone managing and handling personal information is appropriately supervised; 
 
• Anyone wanting to make enquiries about handling personal information, whether a member of staff 

or a member of the public, knows what to do; 
 
• Queries about handling personal information are dealt with promptly and courteously; 
 
• Methods of handling personal information are regularly assessed and evaluated; 
 
• Performance with handling personal information is regularly assessed and evaluated; 
 
• Data sharing is carried out under a written agreement, setting out the scope and limits of the sharing. 

Any disclosure of personal data will be in compliance with approved procedures. 
 
  



  
 

Responsibilities of Officers, Staff and Other Parties 
 
All elected officers are to be made fully aware of this policy and of their duties and responsibilities under the 
GDPR. 
 

• All managers and staff within the Union will take steps to ensure that personal data is kept secure at 
all times against unauthorised or unlawful loss or disclosure and in particular will ensure that: 

 
• Paper files and other records or documents containing personal/special category data are kept in a 

secure environment; 
 

• Personal data held on computers and computer systems is protected by the use of robust 
authentication mechanisms to prevent unauthorised access to University data, and secure passwords, 
which have forced changes periodically. Access to any given file or data has to be granted by the data 
owner, system owner or owner of the Fileshare, SharePoint site or database. 

 
• Individual passwords should be such that they are not easily compromised. 

 
All contractors, consultants, partners or other agents of the Union must: 
 

• Ensure that they and all of their staff who have access to personal data held or processed for or on 
behalf of the Union, are aware of this policy and are fully trained in and are aware of their duties and 
responsibilities under the GDPR.  Any breach of any provision of the GDPR will be deemed as being a 
breach of any contract between the Union and that individual, company, partner or firm; 

 
• Allow data protection audits by the Union of data held on its behalf (if requested); 

 
• Indemnify the Union against any prosecutions, claims, proceedings, actions or payments of 

compensation or damages, without limitation. 
 

• All contractors who are users of personal information supplied by the Union will be required to 
confirm that they will abide by the requirements of the GDPR with regard to information supplied by 
the Union.   

 
The information LiverpoolSU stores 
 
LiverpoolSU holds a wide range of information on individuals. This information is managed, on a day-to-day 
basis is for seven main areas: 
 

• Advocacy (including Student Democracy and Academic Representation) 
• Student Activities 
• Insight 
• Communications and Engagement (including Outreach and Events) 
• Business Development 
• Reception 
• Organisational Development 

 
As each area requires information for a different purpose, methods of collection and storage vary.  
 



  
Each area, therefore must liaise with the Data Protection Officer on an annual basis to update the GDPR 
compliance register in relation to the data that they collect and process. 
 
 
 

Processing conditions  
 
In order for personal data to be processed, at least one of the following processing conditions must exist:  
 

• the data subject has given his/her freely given, specific, informed and  unambiguous consent (there is 
a high threshold for valid consent; therefore it should only be relied upon in limited circumstances. 
Furthermore, individuals have the right to withdraw the consent that they give at any time); 

 
• processing is necessary for the performance of a contract to which the data subject is party or in 

order to take steps at the request of the data subject prior to entering into a contract; 
 

• LiverpoolSU have legitimate interests; 
 

• compliance with a legal obligation; or 
 

• processing is required to protect the vital interests of the data subject or of another individual; or 
• for the establishment, exercise or defence of legal claims. 

 
Records of the processing conditions relied upon must be maintained in all circumstances. In particular, where 
consent is relied upon, records of the actual consent obtained should be maintained. 
 

Privacy notices 
 
Personal data must be processed fairly, the most usual method of achieving this is by ensuring that the data 
subject has access to a data protection statement, (known as a Privacy Notice) included on all forms capturing 
personal data, within guidance notes for the completion of forms, in relevant staff and student handbooks, 
and on any forms completed online. 
 
Guidance on data privacy notices is available in the Guidance Notes and Statements on our website. 

 
Implementation 
 
The Director of Marketing (Data Protection Officer) is responsible for ensuring that the Policy is implemented 
and will have overall responsibility for: 
 

• The provision of cascade data protection training, for staff within the Union. 
 

• For the development of best practice guidelines. 
 

• For carrying out compliance checks to ensure adherence, throughout the Union, with the GDPR. 
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Accountability 
 
LiverpoolSU is responsible for and must be able to demonstrate compliance with the GDPR. Documentation 
evidencing compliance with the GDPR will need to be produced to the Information Commissioner on request.  
 
In particular, there are obligations throughout the GDPR which require documentation to be kept, this includes 
the obligation to maintain records of all processing activities which specify details such as data retention 
periods, extra EEA transfers of personal data, evidence of consent and the recipients of personal data. 
 
To this end department/area heads will be responsible for ensuring the maintaining of records, reporting and 
updating the Director of Marketing (Data Protection Officer) of the processing of personal data, within their 
department/area. 
 
The Director of Marketing (Data Protection Officer) will review an internal Data Protection Register with 
department/area heads annually, prior to notification to the Information Commissioner and conduct 3-
monthly spot checks of all departments. 
 
To this end, any changes made between reviews will be brought to the attention of the Director of Marketing 
(Data Protection Officer) immediately. 

 
Right of Subject Access 
 
The GDPR gives data subjects the right to know whether their personal data is being processed by LiverpoolSU 
and, if so, to access their personal data. 
 
The Data Protection Officer should be informed of all 'data subject access requests' received by LiverpoolSU 
staff.  
 
A valid data subject access request must be made in writing (and this includes e-mail requests).  
 
The individual should be told by LiverpoolSU within 1 calendar month of receipt of the request whether 
LiverpoolSU are processing the individual’s personal data and if so: 
 

• the purposes for which the data is being processed,  
 

• to whom the data is or may be being disclosed to;  
 

• the period for which the personal data will be stored, or, if not possible, the criteria used to 
determine that period;   

 
• the existence of the right to request from LiverpoolSU the rectification or erasure of the personal data 

or restriction of processing of personal data concerning the individual or to object to such processing;   
 

• the right to lodge a complaint with the information commissioner;  and 
 

• where the personal data is transferred to a third country or to an international organisation, the data 
subject's right to be informed of the appropriate safeguards in place; 

 
• to receive in an intelligible manner, a copy of their personal data. 



  
 
LiverpoolSU may, only in very limited circumstances, such as those involving excessive requests, ask for 
payment of a fee.  
 
LiverpoolSU must ensure that it has proof of the identity of the requestor to prevent an unlawful disclosure.  
 
A data subject can request access to their personal data through another party such as a lawyer or an 
advocate. A signed letter or form of authority from the data subject must be provided before any data is 
disclosed.  
 
Whilst LiverpoolSU is required by the GDPR to respond within 1 calendar month of receipt of the request, 
every effort should be made to respond as quickly as possible. The deadline applies to all requests for personal 
data, whether routine or complex.  
 
If the request arises as part of another matter for instance a complaint, grievance or disciplinary matter, the 
requirements of the GDPR must not be overlooked, particularly the 1 month deadline. In these circumstances, 
staff must seek advice from the Data Protection Officer. 
  
The requested data should normally be provided in the format the request was received unless the data 
subject requests otherwise.  
 
LiverpoolSU has a guidance note on data subject access requests, which can be found on our website. 
 
If the data subject believes that their personal data is inaccurate, out-of-date, held unnecessarily or is 
offensive, they have the right to have the information rectified, blocked, erased or destroyed. The data subject 
also has the right to insist that LiverpoolSU ceases to process their personal data if such processing is causing 
or is likely to cause unwarranted substantial damage or substantial stress to them or to another. The data 
subject may also have a right to compensation if it can be proven that damage or distress has been caused.  
 
 

 
Third Party Data Rights 
 
When handling a subject access request, sometimes another individual (known as a third party) may be 
identified in the personal data to be disclosed. LiverpoolSU will only disclose third party data under the GDPR 
where it does not adversely affect the rights and freedoms of the third party. Guidance can be obtained from 
the Data Protection Officer 

 
Exemptions 
 
There are number of exemptions from the provisions of the GDPR. These allow LiverpoolSU to either disclose 
or withhold data from disclosure in particular circumstances, without breaching the data protection principles. 
Guidance on the exemptions and their application can be obtained from the Data Protection Officer.  
 

General Responsibilities of LiverpoolSU staff 
 
When processing personal data, LiverpoolSU staff must ensure that they abide by the GDPR, and process data 
in accordance with the eight data protection principles.  
 

https://nusdigital.s3-eu-west-1.amazonaws.com/document/documents/42505/ba87339a5396bf6eeaa38acf859d27de/LSU-GDPR-SAR-May2018.pdf?AWSAccessKeyId=AKIAJKEA56ZWKFU6MHNQ&Expires=1528910716&Signature=DpPLgy1NtEhvQZ2UpcpWFR7Ro9c%3D


  
If in any doubt, staff should refer to this policy, any other guidance provided on our website or the Data 
Protection Officer. 
 

Security of Data 
 
LiverpoolSU staff responsible for processing personal data must ensure that it is kept securely to avoid 
unauthorised access and only disclose to those authorised to receive it.  
 
LiverpoolSU has policies and procedures in regard to the security of electronically held data and staff must 
ensure that they read and understand these policies and procedures.  
 
All staff and students are required when they first log onto the University’s network to confirm their 
understanding and acceptance of the CIS Terms and Conditions of Use: 
http://www.ljmu.ac.uk/pln/regulations/index.htm and on an annual basis thereafter.  
 
Care must be taken to ensure that PCs and terminals on which personal data is viewed are not visible to 
unauthorised persons, especially in public places. Screens showing personal data should not be left 
unattended. Staff should use the facility “lock computer” on their PC if they are absent from their desk for a 
short period of time, and should “log-off” for longer periods.  
 
LiverpoolSU processes CCTV footage in accordance with the “CCTV Code of Practice”, Revised Edition 2017, 
published by the Information Commission’s Office.  
 
In the case of manual data, files containing personal data should be kept in locked storage cabinets when not 
in use. Procedures for booking files in and out should be used so that their movements can be tracked. Files 
should not be left on desks overnight.  
 
LiverpoolSU provides facilities for the confidential destruction of paper documents.  
 

External Legal Advice 
 
LiverpoolSU staff should not seek external legal advice directly from the Union’s lawyers or data protection 
advice from any other source, without consulting first with the Data Protection Officer.  
 

The role of the Information Commissioner 
 
The Information Commissioner is an independent official appointed by the Government to oversee the GDPR, 
the Freedom of Information Act 2000 and the Environmental Information Regulations 2004. The Commissioner 
reports annually to Parliament. The Commissioner’s decisions are subject to the supervision of the Courts and 
the Information Tribunal.  
 
The mission of the Office of the Information Commissioner is to promote public access to official information 
and to protect personal information.  
 
The Information Commissioner provides good practice guidance and interpretation of the GDPR for data 
controllers and advice to the public on how to access personal data. The website of the Office of the 
Information Commissioner is: http://www.ico.gov.uk  
 
The Commissioner has formal powers to force a data controller to take or refrain from certain actions if the 
Commissioner has determined there has been or is likely to be a breach of the GDPR. Failure to comply with a 
Decision or an Enforcement Notice may be dealt with as though LiverpoolSU had committed contempt of 
court. As from 25 May 2018, the Information Commissioner (ICO) is able to impose fines of up to 20,000,000 

http://www.ljmu.ac.uk/pln/regulations/index.htm
http://www.ico.gov.uk/


  
euros (or up to 4% of the total worldwide annual turnover of the preceding financial year, whichever is higher) 
as a penalty for serious breaches of the GDPR. 
 

Breach Management at LiverpoolSU 
 
Guidance for Records Management staff setting out the procedures to follow once a GDPR breach has been 
identified: 
 
Why should I follow this guidance? 
 
Breaches of the GDPR have become an increasingly high profile issue. A breach could damage LiverpoolSU’s 
reputation and its relationship with its stakeholders or expose the University, its staff or students to risks 
including fraud, identity theft and distress. LiverpoolSU could be sued or fined up to 20,000,000 euros or up to 
4 % of the total worldwide annual turnover. 
 
What should I do when a breach occurs? 
 
A breach means any breach of security leading to the destruction, loss, alteration, unauthorised disclosure or 
access to personal data. 
 
If a breach occurs, it is vital to ensure that it is dealt with immediately and appropriately to minimise the 
impact of the breach and prevent a recurrence. 
 
The Executive Assistant (Data Protection Officer) will deal with the breach. In her absence it will be dealt with 
by the most senior member of staff available at the time. 
 
Please see below for a step by step guide to the procedures that staff must follow when they are made aware 
of a breach of the GDPR: LINK TO BE PROVIDED. 
 
 
On discovery of a breach 
 
Once you have confirmed that a breach has occurred, collect details of the exact nature of the breach and 
inform the Director of Marketing immediately. 
 
Contact the relevant area 
 
Contact the freedom of information practitioner of the area concerned immediately. Ensure that you explain: 
 
the exact nature of the breach 
 

• an indication of the seriousness of the breach  
 

• what the area needs to do to stop being in breach of the GDPR 
 

• the fact that this matter needs to be dealt with as a matter of urgency 
 

• Contact the head of the area responsible for the information affected by the breach. 
 
Monitor the situation closely to ensure that the department responsible for the breach remedies the breach as 
soon as possible. 
 
Preventing a repetition of the breach 



  
 
Investigate how the breach occurred and make sure that process and procedures are amended to ensure that 
this type of breach does not happen again. 
 
 
Managing the consequences of the Breach  
 
Inform the Data Protection Officer as quickly as possible.  
 
With guidance from the Data Protection Officer, consider whether the breach is sufficiently serious that the 
Information Commissioner needs to be informed. If so, the GDPR requires that the Information Commissioner 
is notified no later than 72 hours after becoming aware of the personal data breach. 
 
When you inform the Data Protection Officer, you should try to identify whether the breach is serious, such as 
where: 
 

• there is the potential for journalistic involvement (for example is it possible that a member of the 
public may find the data and pass it to a journalist?); 

 
• special category personal data is involved in the breach; 

 
• the breach involves a large volume of data or affects a lot of people 

 
With guidance from the Data Protection Officer, it may be necessary to contact all the data subjects affected 
by the breach. If so we must explain the situation and detail the steps we are taking to protect their personal 
details. This can be done either individually or, if a large number of people are affected, it may be appropriate 
to publish details on our website. 
 
Breaches and LiverpoolSU’s Disciplinary Policy  
 
Any data breaches by staff this will be careful investigated and dealt with through the Union’s disciplinary 
policy and considered as gross misconduct given the level of importance. Please see link to LiverpoolSU’s 
Disciplinary policy for further information: Z:\HR\Line Managers\Staff Handbook & 
Policies\LiverpoolSU_Draft_Disciplinary Policy_July2013.docx 
  

file://jt2/lsu/HR/Line%20Managers/Staff%20Handbook%20&%20Policies/LiverpoolSU_Draft_Disciplinary%20Policy_July2013.docx
file://jt2/lsu/HR/Line%20Managers/Staff%20Handbook%20&%20Policies/LiverpoolSU_Draft_Disciplinary%20Policy_July2013.docx


  
 

Data Protection at LJMU 
 
For further information, the Data Protection Officer at LJMU is the Manager of Secretariat and full details of 
the University’s Data Protection Policy and supporting documents can be found at: 
http://www.ljmu.ac.uk/secretariat/68133.htm  
 

http://www.ljmu.ac.uk/secretariat/68133.htm
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